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Requirements for secure VolP

* Protection of SIP-signaling via Secure SIP (SIPS)

— Encryption and integrity protection
— Hop-by-hop

* Protection of the media
— Encryption and integrity protection
— End-to-end
— At network (IPSec ESP) or application layer (SRTP)
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Secure SIP is similar to HTTPS

* SIPS extends SIP in a similar way as Secure HTTP (HTTPS)
* Secure SIP works like HTTP over TLS (RFC 2818)

* Transport Layer Security (TLS) usage within SIP

* using TLS for UAs is recommended

* TLS cannot be applied to UDP-based SIP signaling
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SIP without TLS

* Third-parties are able to trace and intercept your SIP call flows

Ma. . Tirme Source Destination Protocol | Info ﬂ
S50 5.202126 192.1688.5. 188 182.168.0.8 SIF Request: MNOTIFY Eip:
51 5.20821= 192.1688.0.8 182.168.5. 188 SIP Status: 200 Ok
214 10.0887281 . S, 9z, O. SIP/SDP Reguest: INVITE Eip:
215 10, 090279 192, 1688.5. 188 182.1628.0.8 SIF Feqguest: NOTIFY Eip:
216 10.057101 192, 1688.0.8 182.168.5. 188 SIF Status: 100 Trying -
- OO0 O O O O O O O T —— o
b Session Initiation Protocol g

:s1on Initiation Protocol (SIP as raw text)

INVITE sip:01621036822@1ntern.snom.de;user=phone SIP/2.0\r\n

Via: SIP/2.0/UDP 192.168.5.188:5060; branch=z9hG4bK-dkffevds0los; rportyrin
From: "411" =sip:411l@ntern.snom.de=;tag=]3tkpeus2]\rin

To: =si1p:01621036822@1ntern.snom.de;user=phone=\ryn

call-ID: 53bc99435cbe-??98ubi?wxjl@SﬂUmEEG-BGDdlEEEDElD\F\h

CSeq: 1 INVITENryn

Max-Forwards: 70%r\n

Contact: =si1p:411@192.168.5.188:5060; Line=6gxpcE88=;flow-1d=1%\r\n
P-Key-Flags: resolution="31x13", keys="4"\r\n

User-Agent: snom380%\riyn -

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr




snom

Using Secure SIP in snom phones

* Add these parameters into the Outbound toats Vo ¥ nar ¥ RIE

PTOXV'FieM: Login Infornation:
. Line active: Fc:n rnl'l'
intern.snom.de:5061;transport=tls Displayname: 211
Accounk: 21
. Passwornd:
* Port 5061 is the standard Secure SIP port - :
Registrar: intern.snom.de
and works with TCP Cuthound Proxy: intern.snom.de 5061 transport=te

Authentication Username:

* If the provider sets a SIPS DNS SRV

Sent o =192 168.0.8:5061 at 1 7/2/2006 14:17:531 890 (804 bytes):

REGISTER sip:intern.snom.de SIPY2.0

record, the outbound Proxy-FIEId is not Via: SIPF2.00TLS 192.168.6.190:21 29:branc h=+9 hG4bK-6mmmhwligbrirport
From: "211" ==ip:21 1 @intern.snom.de>mg=gg=smoSpocc
To: "21 1" ==ip:21 1 @intern.snom.des>

needed' Call-I1D: 3c26T7Taod6dE-1 Bqidtkp 2163 @snom3GO-0004 13231517

CSeq: 16 REGISTER

Max-Forwards: 70

ContEc b

wmipr 2l 1@ 192 168.6.190:21 29 mansport=tl=:line=wgx gyax 8= flow-id=1 :q=1 .0 +=ip.instan
User-Agent: snom3G0ss.3

Adlow-Events: dialog

HN-Real-TP: 192.168.6.190

WA Contact: <htp:/192. 16861 90: 80
WMOAW-Conmaot: <hips:192. 1686190443 =
Expire=s: 3G0O0

Content-Length: 0

Received from t=s: 192 16GE.0.8:5061 at 1 7/2/2006 14:17:53 2050 (602 by bes):

SIFFZ.0 200 Ok

Wia: SIPA2ZO0TLS 192 168.6.190:21 29:brmnch=+9hG4bK-k2uh2iwba3 ha:rport=21 29
From: "211" ==ip:21 1 @intern.snom.de=mg=rd | 9q9G=dn

To: "211 " ==ip:21 1 @intern.snom.de>mg=1634

Call-TD: 3c26T00adT53 - 20 rid9hj9@=nom3IGO0-000413 231517

CRmas 1S RECGTSTER
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Tracing protected SIP messages

* There is no opportunity for third-parties to intercept your SIP messages

* The TLS communication between your snom phone and the registrar is now safe

Mo, . Time Source Destination Protocol | Info
3.644615 6. . Application

20 3.6852312 192.168.0.8 192.168.6. 150 TLS Applicatiun Data
25 3.699558 192.168.6. 190 192.168.0.8 TLS ﬂpplicaticn Data,
27 3.700251 192.168.6. 190 192.168.0.8 TLS Applicatinn Data
29 3.711489 192.168.0.8 192.168.6. 1580 TLS Applicaticn Data
31 3.719555 192.168.0.8 192.168.6. 150 TLS Applicatiun Data
33 3.7315943 192.168.0.8 192.168.6. 150 TLS ﬂpplicaticn Data
37 3.751982 192.168.6. 190 192.168.0.8 TLS Applicatinn Data
39 3.760410 192.168.0.8 192.168.6. 1580 TLS Applicaticn Data
41 3.803707 192.168.6. 1290 192.168.0.8 TLS Applicatiun Data,
45 3. BOES69 192.168.6. 190 192.168.0.8 TLS ﬂpplicaticn Data
48 3.8B268430 192.168.0.8 192.168.6. 150 TLS Applicatinn Data
55 3.885313 19216866190 192.168. 0.8 T = Annlication Data

(<]

P Frame 18 (226 bvtes on wire. 226 bvtes captured)

00RO 00 06 7h 0l b4 43 00 04 13 23 15 17 08 00 45 00 .1 C.. L#. .. .E.

0O10 00 d4 ce c6 40 00 40 08 e3 46 cO a8 05 be cO as8 ce..@.@d. Fe.....

I ]
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Certificate management Service for SIP

* certificates by SIP servers are very similar to those used by web servers

* a given domain, example.com, will get one certificate for each server to route
interdomain SIP requests

* UAs registering or being challenged can also view this certificate to ensure that
they are connected to a valid server (not a server spoofing the domain)

* certificates can be identical to the standard e-commerce certificates supported
today by web browsers

* possible that UA could have e-commerce cert, that is not a scalable approach for
millions of UAs
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Secure RTP (SRTP)

* ciphered RTP payload
* ciphering in snom phones via Advanced Encryption Standard (AES)
* using AES 128 bit also known as Rijndael

* AES was adopted by National Institute of Standards and Technology (NIST) as
US FIPS PUB 197 in November 2001

* sdescriptions describes a way of establishing security parameters for SRTP with
SDP attribute a=crypto

* attribute is not a key management protocol like Multimedia Internet KEYing
(MIKEY)

* the transmission of the key makes only sense in combination with TLS
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Unsecure RTP

* |t is the same like in unsecure SIP, third-parties can intercept your media streams

=] {(Untitled) - Ethereal | — O

File Edit wiew Go Capture Analyze Statistics Help

B dnl = B E x & & @

» 0 F EINEE @Q

IZI Eilter: | rtp w | db Expression...| s Clear | o Apply
Mo, . Time Source Destination Jrotocol | Info

S49 10.694534 192.168.5. 188 192_168.0.8 RTPF Paylcad type=ITU-T G.
S50 10. 78393 192.168.0.8 192.168.5.188 RTP Paylcad type=ITU-T G.
S53 10.714529 19z2.1688.5. 188 19Z2.188.0.8 ETP Payload type=ITU-T G.
SEZ 10. 732824 192, 1s2.0.2 192, 188.5. 188 ETP Payload type=ITU-T G.
SEd 10, 748791 la9z. 168. 0.8 192 1628.5.188 RTF Payload type=ITU-T G.
SES 10, V28453 192.168.0.8 192.1628.5.188 [RANS Paylcad type=ITU-T G.
]  ecawave v0.6.1. (C) 1999-2003 Kai Vehmanen .  [Eg=FX Payload type=ITU-T G.
. . Payload type=ITU-T G.
File Control Edit Payload type=ITU-T G.

Payload type=ITL '-|:
Payload type=ITL

|(N}ew session| Mew (flile | (O)pen Sa(v)e | Save (a)s| (C)lose

S(t)art | (S)top | (E)ffect | Fade (i)n | Fa(d)e out | Cop(y) | C(u)t| (P)aste Payload type=rTu{ File
Stream Analysis
(Z)yoom in Zoo(m) out Malr)k all (UWynmark Redra({w)
Channel 0

P to 192.168.5.1BE port 60538

arker Status
SET

I uncrypt.au

status [ - ] - visible [ 0.000s - 3.780s ] - marked [ 0.000s - 0.000s ] - -
TOTar RTF DaCRels = I8Y TeX0ecled I89T Cost RTP packets = 0 (0.00%) Se
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Activating secure RTP in snom phones

* Enable in the Configuration Line under the RTP menu “RTP Encryption”

Login SIP HAT RTP

RTP Line Settings:

Codec 1 G71lu 7|
Codec 2: G7lla ~|
Codec 3: G722 |
Codec 4 G.726-32 ~|
Codec 5: GSMFR  ~|
Codec &: G.729A  ~|
Codec 7: G.723.1 |
Packet Size: 20ms j
Symmetrical RTP: Con @ off

RTP Encryption: & on € off
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What will happen

* A crypto key will be delivered by SDP. If you are using unsecure SIP the key will be delivered in

clear text.

Authorization: Digest username="411",realm="intern.snom.de",nonce="6fcc3959fa77220602e1:
Content-Type: application/sdp\rin

Content-Length: 477\r\n

W rin

V=04 rin

o=root 1433039877 1433039877 IN IP4 192.168.5.188\r\n
s=callyrin

c=IN IP4 19Z.168.5.188\r\n

t=0 O0\r\n

crypto:l AES CM 128 HMAC SHAL 32 inline:jIqSuMZ262ZEPprnk]l]tOKSh+PuahwiEteculdhyrig

a=rtpmap:8 pcma,/B000%ryn
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Ciphered RTP

* If your crypto key is transported via TLS, third-parties have no chance to decrypt the

ciphered RTPs

=] {(Untitled) - Ethereal

File Edit wiew Go Capture Analyze Statistics Help

=l &=l 2 B E x @@ & X

» 0 F 2 |[E B

] eilter: | rtp w | df Expression... | e Clear | «f
Mo, - Tirme Source Destination srotocol | Info
1294 12.833614 192.168.5. 192 192.168.0.8 RTP Payload type=
1295 12.844511 192.168.0.8 192.168.5. 188 RTP Payload type=
1201 12.854402 192.168.5.188 192.168.0.8 RTP Payload type=
1207 12.865570 192.168.0.8 192.168.5. 188 RTP Payload type=
1208 12.884655 192.168.0.8 192.168.5. 188 RTP Payload type=
| 12310 12.lea[  Fthereal DID Streams
- ecawawve v0.6.1 . (C) 1929292003 Kai vehmanen . —_ O X
File Control Edit rward and reverse di
- - 2
[(N)ew sessu:ml MNew (f}llel (O)pen I Salv)e ISa\re (a)s | (C)lose e
- F11 PC 554 1 (0.
S(v)art | (S)top | (E)ffect | Fade (i)n| Fa(d)e out| Cop(y) | C(u)t | (P)aste |11 »c 534 ) (0.
(Z)oom in | Zool(m) out I Mal(r)k all | (Wynmark | Redra(w)
Channel O

lvith left mouse butto
EHIFT + left mouse b

Prepare Filter E

[~ - - I .-
E.I..R.K

Ifro-otfcrypt.au [ops: O

status [ - ] - visible [ 0.000s - 11.35¥s ] - marked [ 0.000s - 0.000s ]
ToTal RIF packerls — 199 ILE:i:p‘E‘C‘EEﬁ__L‘SQj_IIZ::st RTP packets = 0|
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Conclusion

* shom phones implement

— ciphered RTP payload
— Secure SIP

— snom phones guarantee Secure VolP environment
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